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About This Manual: This document introduces the Web Hook services for the user
interface and operations of the eBioserverNew Web software
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Content-Type: Application/Json

1. Data Sending Format :( Raw format in Postman) with encryption

{

"data":

" U2FsdGVkX1/ezDMIjre8sunV9CiUXi+nYjK6f2V3LebEXWRETnOFX11yT+z1s5bf
7BuV7ARInwWXX+AEDtbqnUP3NUO1INw24TNmYFO1qqy8ZNINFWRIfgOo/zuL+
YOAy7IBHLjbblgIXIsLUNrB6JGB50nWvRIBzKdwVj0+adrdpjg4a0KPWQOVpjSling
vaHSkNOWUKTbEQpVuES3BMPbgqAKAOlupKIpG/Gylbimgkt WOF6boJKbMiPZ5Uz
eppKfxRPgwOQDYKYMNimzeRmQJBOStH7x9GNMb2YQNObRule/kWCebn/4aJlA
N+XzdckjwHmS509g3xZEiwDckQOgNEaqx56 lwNsA2mOAOUCyDg81SqOg/+eR4DpC
6+0FJ/rUdJsZw3xql1 GvSSyVrWIRqxhDiwoIKFLwxjtCgW{ZeSYTV1cgWrwlmwDym
ro2me "

Symmetric key for encryption and decryption in C# using “Aes Class”
For example above data is encrypted using key
essl1234111111111111111111111111

eBioserverNew Application: Utilities

Set the Web Hook URL

Set Web Hook Response

You can enable or disable encryption

Set number of logs to be pushed to the url at time
Set the password
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Symmetric key (encryption password)
After decrypt below json string will be received as below format:

{\"EmployeeCode\": \"S1123\", \"LogDate\": \"2025-01-19

16:27:09\" \*“DeviceName\:\”SilkBio\”,\" SerialNumber\":
\"AEXY182960104\" \"Direction\":\"IN\",\“DeviceDirection\”:”’\Device\”,
“\WorkCode\”:\0\”,\"VerificationType\":\"Finger or Face or Card or
Password\" \“GPS”:\”0,0\}
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Converted to class objects like below:

{

"EmployeeCode ":"S1123",

"LogDate ":"2025-01-18 16:27:09",
“DeviceName”:”’SilkBio”,
"SerialNumber":"AEXY182960104",

"Direction":"IN",

“DeviceDirection”:”’Device”,

“WorkCode™:”0”,

"VerificationType":"Finger or Face or Card or Password",
“GPS”:” 0,0”

Return Response Format from webhookurl:

{
"StatusCode": "200",

"Message": "Success"

}

Note: - If Password is saved in the eBioserverNew for Web Hook

{

"data":

"U2FsdGVkX1/ezDMljre8sunVICiUXi+nYjK6{2V3LebEXwWRETnOFX11yT+z1s5bf7BuV7AR
InwWXX+HAEDtbqnUP3NUO11Nw24TNmYFO1qqy8ZNINFWRIfg0o/zuL+YOAy7IBHLjbbl

gIXIsLUNrB6JGB50nWvRIBzKdwVj0-+adrdpjg4a0KPWQOVpjSIIngqvaHSkKNOWUKTbEQpVu
E53BMPbgAKAOlupKIpG/Gylbimgkt WOF6boJKbMiPZ5UzeppKfxRPgwOQDYKYMNimze

RmQJBOS5tH7x9GNMb2YQNObRule/kWCebn/4aJIAN+XzdckjwHmS09g3xZEiwDckQOgNE
agx56 1wNsA2mOAOUCyDg81SqOg/+eR4DpC6+oFJ/rUdJsZw3xql1GvSSyVrWIRgxhDiwolK
FLwxjtCgW{ZeSYTVI1cgWrwlmwDymro2me "

}
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2. Data Sending Format :( Raw format in Postman) without password

eBioserverNew Application: Utilities

Set the Web URL only

"EmployeeCode ": "S1123",

"LogDate ":"2025-01-18 16:27:09",
“DeviceName”:”’SilkBio”,

"SerialNumber":"AEXY 182960104",

"Direction": "IN"

“DeviceDirection”:”’Device”

“WorkCode”:”0”

"VerificationType":"Finger or Face or Card or Password",
“GPS”:” 0,0”

Then in both case s return Response Format from webhookurl:

{
"StatusCode": "200",
"Message": "Success"
h
Note:-

1. Password should be 32 characters length
2. For example if password is less than 32 characters length : essl1234

3. we will use while encrypting: ess11234111111111111111111111111
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